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[bookmark: _Toc50548677][bookmark: _Hlk31292859][bookmark: historyclause]Annex B (normative):
ADMF functionality
The Administration Function (ADMF) provides the CSP's administrative and management functions for the LI capability.
The ADMF’s primary roles and responsibilities include:
-	The logical point of contact from the LEA to the CSP via LI_HI1 for Lawfully authorised requests (e.g. warrant).
-	Maintaining the CSP / LEA mutually agreed unique Lawful Interception IDentifier (LIID) for the warrant which is used for all corresponding LI_HI2, LI_HI3, and LI_HI4 communications for warrant correlation.
-	CSP administration and local management of the warrant including start/stop times, filter criteria, LEA policy toggles, etc.
-	Deriving internal information (ID mappings, potential POIs, etc.) from the warrant.
-	For virtualised instances, verifying the authenticity/integrity of CSP LI functions (e.g. LI function's software image) prior to instantiation, see e.g. ETSI NFV-SEC 011 [10] or equivalent.
-	When required, providing keys to newly instantiated LI functions to enable decryption of LI specific software.
-	LI functions physical location policy control ensuring LI functions are within the legal location policy of the warrant.
-	LI Certificate Authority (LI CA, sub-CA of the CSP root CA) for issuing certificates to LI functions as part of their LI provisioning via LI_X0 interface, see clause 5.6.3.2.
-	Provisioning of all required and valid LI functions instantiated by the CSP network.
-	Maintaining the master list of all authorised and provisioned LI functions.
-	Managing the termination of LI instances across all impacted LI functions when the warrant expires or the LEA specifically requests termination of a LI instance.
-	Certificate revoking when the LI function is terminated or the LI function is de-instantiated.
-	Maintaining the status of the warrant execution within the CSP (e.g. accepted, pending/provisioning, active, suspended, de-provisioned, etc.).
-	As agreed between the LEA and CSP, reporting warrant execution status changes to the LEA as well as responds to warrant audit requests from the LEA.
-	Keeping records of the CSP's management of LI related activities (e.g. log files).
Refer to clause 5.4 LI interfaces, and figures 5.4-1 and 5.6-1 for details on specific interfaces between the ADMF and other network functions.
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